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Welcome to Safenet End User Troubleshooting guide!

This guide is intended to assist our Distributors, Customers and their
end-users troubleshoot issues with our Sentinel keys (SuperPro,
UltraPro, Sentinel Hardware Keys). This guide provides in-depth
troubleshooting of our Sentinel System Drivers along with
troubleshooting both Parallel and USB Sentinel keys. This guide also
contains a complete description of our driver installation.

Where to find what you need:

* Quick Install/Uninstall

* Diagnostic Utilities.

* Cleanup Utility.

 How to install/Uninstall Drivers.

 How to install/uninstall the driver on Mac and Linux?

e Parallel Port settings.

e Port Converters.

Top Issues:

* Key Not Found.
* Blue Screen Of Death (BSOD) / Crash.

* Driver not loaded correctly.

» Using keyv through Remote Desktop or Terminal Server.

* Port Converters issue.

Supported Platforms




Part 1

Quick Install/Uninstall

Diagnostic Utilities

=  Sentinel Advance Medic

=  Monitoring Tool

Clean-Up Utility

=  SSD Cleanup

Driver Installation/Uninstallation

How to install/uninstall the driver
on
Mac and Linux?

Parallel Port Settings

Port Converters




Quick Install/Uninstall

Quick install, please perform the following steps:

1. Log in as Administrator
2. Unplug the key(s).
3. Download and install the latest driver from the link given below :

http:/ /www.safenet-inc.com/support/tech/latestdriver.asp

NOTE: If you are using Standalone applications, you can do the custom
install and uncheck the Server(s) from the installation. The Sentinel Keys
Server only needs to be installed on a SHK key server computer. The
Sentinel Protection Server only needs to be installed on a SuperPro
and/or UltraPro key server computer.

4. Plug in the key(s).
5. Test the application software.

Quick Uninstall, please perform the following steps:

1. Log in as Administrator

2. Unplug the key(s).

3. Remove the Sentinel Protection Server/Driver/Combo.

Go to Start > Settings > Control Panel > Add or Remove Programs (Vista
is Programs and Features). Select both the Sentinel Protection Installer
and Sentinel System Driver, and then click Remove.

4. Shut Down and Restart the computer system



http://www.safenet-inc.com/support/tech/latestdriver.asp

Sentinel Advance Medic

Sentinel Advance Medic (SAM) utility is used to detect that a Sentinel key
(SuperPro, Ultrapro, or Hardware key), a Sentinel Driver, the Sentinel
Servers and all its components are installed properly and working fine.
Using SAM you can also generate log file for analyzing the issue if any.

From where to install:

You can download the Sentinel Advanced Medic utility from the
hyperlink given below:
http:/ /www.safenet-inc.com /support/tech/sentinel.asp

Windows Drivers & Utilities | |

Driver Name  Yersion 0%

SEntinel ¥7.5.0  Windows
Pratection a8/ME/2000/%P/Server
Installey 2003/ Vista (32- bit and g4

bit)
SUperPro Driver v541.0  Windows 64bit (Ttanium) .,."L "-\__
Superpro+/a 6 w10 Wfindaows g @
Carmpatibility 95/98/NT/2000/%P .
checker utility L

v1,3 Wfindaws
35/98/NT/2000/5F

S50 Cleanup3? 1,205 wWindows
bit 95/98/NT/2000/%P(32 bit)

550 Cleanuped w1208 Windows (64 bit)
bit

Lentingl
Advanced Medic

linte: We recommend wsing the novmal driver wn-installation {Confral Favel d Add or
Remove Programs) for owr drivers. 55D CleanUp might remove pour Sentinel profected
software application and other Sentinel SDE installafion. Therefore, SEDCTean(p

showld ba used a5 the last apfion for driver uwinsfall



http://www.safenet-inc.com/support/tech/sentinel.asp

How to use Sentinel Advance Medic:

* Make sure the key is securely attached to the port.

* Run Sentinel Advance Medic.
* Select the mode in which you want to search for the key i.e.
Standalone
mode, Network mode, Local modes, a specific IP Address or specific
computer name .

* Click on Troubleshoot button. If you want to perform your test in
Network mode click on Network Test button.

* For generating a log file select Enable Logging check box. It will
create a log file named “SentinelLog” in the current directory.

Following is the screenshot from Sentinel Advance Medic:

7 SafeNet Sentinel AdvancedMedic

Basic Test Results

w  Sentinel Driver Installstion

" Sentinel Driver Communication

"  Zerntinel Zerver Communication
W Enable Logaing x Sentinel Key Communication
Hirt
Errar: Key Mot Found!! Please check that Key is properly plugged into the port.

Reinzert the key and click on "Try Again..." button. Click "Mext" button if network
mode iz used. If not, create log file and send to "supporti@safenet-inc.com"

Try Again...

Successfully Generated System Log File.
AEEEREEEERNNNEEEENEENNEENENEENENEENENENNENEREEEEREEN

et Cancel

If the Sentinel Advanced Medic detects the key and your application fails
to start, please contact your software vendor for assistance, as issue
could be application specific. Otherwise please contact Safenet Technical
Support via e-mail at support@safenet-inc.com with the error Sentinel
c/Advanced Medic Shows and log file generated with the SAM.




Monitoring Tool

The Monitoring Tool allows you to view and keep track of Sentinel servers
on your network. The Monitoring Tool is a convenient way to view and
track license activity on your network so that you can analyze
application usage.

With this tool, you can:

» View the address and version of each available server
* View each of the keys connected to available servers
* View the hard license limit for each key

* Track how many licenses are currently in use

* View the highest number of licenses issued by a key

* Monitor the number of time-outs recorded by the server for clients
using licenses from a key

How to use Monitoring Tool

Type the name or IP address of the system where the key is attached and
Sentinel Protection Server / Sentinel Keys Server is running in the
following format:

http://IP address (or system name): HTTP port number

For example,

http://198.168.100.254:6002 For SuperPro/UltraPro
http://198.168.100.254:7002 For Sentinel Hardware Keys



http://198.168.100.254:6002/
http://198.168.100.254:7002/

2} Sentinel License Monitor - Microsoft Internet Explorer

File Edit  Wiew Favorites  Tools  Help

@Back = e < @ @ ;;j pSearch \:j\?Favnr\tes @ [‘2:4' ;:\;

.9

3

fddress @] hitp:/flocalhost: 6002 v Go | Links *
. . . ~
Sentinel License Monitor N
System Address: <http:/localhost:6002/=
Sentinel Protection Server Version 7.3.0
This web page shows you details of the lkeys attached to the system.
Please click on a ey nunber to view the details about the clients who are using the licenses available with this key.
Click here to view Client details
Eeys# Key Type Serial Number | Model Number| Hard Limit |Licenses-In-Use| Highest Used Time-Outs
1 SuperPro 0x00000EB4 * 10 0 0 0
* Mot available. The model number cannot be obtained for certain keys. Please contact your deweloperfrendor for more information. 4
Coppright (c)2006 SafelMet, Inc. -
@ Applet KevInfoapplet started ‘ﬂ Lacal intranet
3 Sentinel License Monitor - Microsoft Internet Explorer,

Eile Edit Wiew Favorites Tools Help

eBack < J @ @ ;;j pSearch \;n:(Favor\tes @ D’:<v :‘\;\, v _J ‘3

Address |@ httpf flocalbast 6002 licenseinfo,html 173764
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License Usage for the Key

i
Serial Number: 0x00000EB4
Following are the usage details of each license available with key.
Client‘Access Mode User Name Client login time Client Process ID
RINBO_SPN_LOCAL msharma 4/30/2007 11:40:34 5572
Back 3
@ Applet LicenseInfospplet started ‘:} Local intranet




CleanUp Utility : SSDCleanUp

SSDcleanup.exe is a utility, which removes all installations of Sentinel
System Driver from the system. The purpose of this utility is to solve the
“sticky” installation problems faced by the customer. The “Sticky”
installation problem relates to that state of Sentinel driver installation,
which leaves the customer in a situation where he can neither install
newer version of the driver nor un-install the older one. This utility will
clean up all the installed Sentinel Drivers and bring the system to a state
it was before installing any of the Sentinel Drivers.

From where to download:

You can download the SSD Cleanup utility from the hyperlink given
below: http://www.safenet-inc.com/support/tech/sentinel.asp

Windows Drivers & Utilities | |

Driver Name  Version 05

Sentinel ¥7.5.0  Windows
Frotection B /ME/Z 000/ %R/ Server
[nstaller 2003/Mista (32- bit and &4

hit)
Superfrn Driver v 410 Windows 64bit (Ttanium) K8
Superpro+/a.6  wi0 Windows ] @
Compatibility 05/08/NT/2000/4P W
checker utility o
Sentingl vl Windows Wf'ﬂdDWS

hdvanced Medic A5 /O8/MT/2000,/4P

550 Cleanups? w1.2.0.5 Windows
bit 99/98/MT/2000/4F( 32 bit)
550 Cleanuped  v1.2.0.5 Windows (64 bit)

it

Wote: We recommend using the mormal driver un-istallahon {Control Panel o Add or
Remove Frograms) for our drivers, S3DCTeomiUp might remove your Jenfinel profecfed
sofhware application and ether denfingl oK installation, Thergfore, &DCleanlp
should be used as the lask opfion for driver wimstall



http://www.safenet-inc.com/support/tech/sentinel.asp

How to use SSDCleanup:

Run the SSD Cleanup utility only if there are issues uninstalling the
older version of the driver. In normal situations, the steps given for un-
installation should be enough .

Note: We recommend using the normal driver un-installation (Control
Panel _ Add or Remove Programs) for our drivers. SSDCleanUp might
remove your Sentinel protected software application and other Sentinel
SDK installation. Therefore, SSDCleanUp should be used as the last
option for driver uninstall.

1. Use the link below to download the SSDCleanUp utility.

http:/ /www.safenet-inc.com/support/tech/sentinel.asp

2. Reboot the system.
Following is the screenshot from Sentinel Advance Medic:

e+ CASSDCleanup_1.2.0.3.exe

Sentinel System Driver Cleanup Utility
Verszion 1.2.8

Copyright <c?> 2886 SafeMet Inc.

All rights reserved.

oo JeE-Jof - JoE-Jof- oo 3o~ JeE oo o3 -Jof-Jof-JoE-JoE- oo oo oo -

This utility will wninstall all the applications that were installed using
the Sentinel Bystem Driver merge modules.

Do you want to continue? (ysn> @ y



http://www.safenet-inc.com/support/tech/sentinel.asp



http://www.safenet-inc.com/support/tech/latestdriver.asp


















http://www.lindy.com/int/productfolder/07/70582/index.php




Y Setu pSysOriver

File Tools Wiew Help

Add/Repar/Bemowve inzstallation

Configure Diriver

Stop MT parallel drver

Ihztalled driver wersion
Werzion 7.3 for wWindows N T A20005=F /2003 detected.

Feadsy

3. Click the "Configure Driver" button, as can be seen in the picture
above.

4. The following dialog will be displayed. Click the "Add" button.

X

Sentinel Driver

Ports
Phuszical Addr DOsS Created
Addresz  Port Type Busz # Bus Type Space Addr  Use? By
378 ECP 0 1/0 --- Yes System

Add Edit OK Cancel Help About




5. The following dialog will be displayed. Enter the I/O address of the PCI
parallel port adapter into the "Bus Address" field.

Add Port ]

Use thiz port? " ves T Mo
Bus Address: 1088
Busz Number: | Bu=z 0 - ||

Busz Type: |I5A ,_," M
Addreszs Space: | 1/0 - || Help |

Fort Type | IBM AT - "
Autodetect Used? [

Port Ownership Method:
[v Auto [ [

6. Click on OK. It will show that a User Created port has been added at
address 1088.

7. Click the OK button to close the dialog and then open the File menu
and choose Exit to close the Sentinel System Driver Configuration Utility.
The Sentinel System Driver should now be configured to use the Parallel
PCI adapter.












mailto:support@safenet-inc.com






http://www.safenet-inc.com/support/tech/latestdriver.asp

Using Key through Remote Desktop or Terminal Server

Please Note that if you attempt to run a Sentinel Key protected
application in standalone mode via a remote client (Terminal Server,
VNC, WinXP remote client...), the software protected with Sentinel keys
will not allow this for security reasons if application is protected in
Standalone mode. You will either need to run the software while directly
logged into the machine, or need to get in touch with you software vendor
for software protected in Network mode.

Port Converter Support

USB to parallel port or parallel to USB port converters are not supported.
Please contact your Software vendor if you want to use a USB key
instead of a parallel key.

The parallel keys are only supported on a built-in parallel port, a PCI to
parallel card on a desktop or a PCMCIA to parallel card on a Laptop.
Make sure the PCI or PCMCIA card is IEEE 1284 compliant. For details
on how to configure the driver to work with the PCI Parallel Port adapters
please refer Port Converters.

Drivers Not Loaded Correctly

Remove Sentinel Driver installation using SSDCleanup.exe. For details
on how to use SSD Cleanup please refer Clean-Up utility. Reinstall the
latest driver from the link given below:

http:/ /www.safenet-inc.com/support/tech /latestdriver.asp



http://www.safenet-inc.com/support/tech/latestdriver.asp

Appendix A

Supported Platforms *

Key OS Supported

Parallel

Windows Vista 64
bit

Not Available yet

Windows Vista 32
bit

v

Windows XP SP1
and Server 2003 (64
bit)

Not Available yet

Windows XP SP2
and Server 2003 (32
bit)

Windows 2000 SP4

v

Windows NT

Not Supported

Windows 98/ME

v

Windows 95

v

Linux
RedHat/SUSE

Supported but with different
driver versions depending on
kernel versions

MAC (Intel & PPC)

v

v

Solaris

Only Sentinel Advance Medic

Not Supported
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